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Abstract. This position paper describes initial eﬀorts and ideas for the
development of a middleware framework to support the operation of
adaptive Wireless Sensor Networks applications with real-time and dependability requirements. We identify a set of underlying services that
need to be implemented as part of this framework, explaining why they
are needed and what they provide. In order to illustrate how this middleware can be used and its potential beneﬁts, we consider the well-known
LQER routing protocol to show how it must be changed to incorporate
probabilistic real-time requirements and meet them in a dependable way.
Keywords: Wireless
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Introduction

Wireless sensor networks (WSNs) have a number of unique capabilities which
make them suitable for many diﬀerent classes of applications. This includes
weather monitoring, industrial monitoring and quality control, object tracking
and medical monitoring. But the nice features of WSN, like small size, reduced
price and ease of use and deployment in the ﬁeld, also pose a set of challenges
to the application/system developer. WSNs have limited power supply, limited
memory and processing power, and may need to operate under harsh conditions
on unpredictable environments, making them more susceptible to external faults.
The primary focus of the research community has been on addressing these
challenges, designing protocols and techniques which try to be as energy eﬃcient
as possible, and also robust against the potential faults.
A problem that has been far less considered is that of achieving dependable solutions. Dependability can be deﬁned as “the ability to deliver a service
that can justiﬁably be trusted” [2], and can be broken down into six attributes:
availability, reliability, safety, conﬁdentiality, integrity and maintainability. These
attributes, and dependability in general, are particularly important in WSN applications involving the control of critical infrastructures, real-time coordination
of robots or other vehicles, or involving life-care services.
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Since applications using sensor networks rely on the availability and timeliness
of the collected sensor data, one way of looking at dependability in this context
is to reason in terms of these attributes. In fact, timeliness is not by itself an
attribute of dependability, but instead the probability that timeliness requirements are met (i.e., that the system is reliable with respect to timing faults).
In [5] the authors explore the concept of perception quality, and observe that
as time passes, the quality of our perception of a sensed environment variable
diminishes. In other words, the similarity between the real observed event and
its systems internal representation tends to grow weaker the longer the sensing
took place. As such, a dependable network is understood as one that is able to
deliver the sensed data within a temporal bound, and do that with a desired
probability.
In this paper we provide initial ideas for a middleware aimed at supporting
dependable applications and services with timeliness requirements, running over
wireless sensor networks. Achieving hard-real time properties in WSNs is an
unrealistic objective [10]. Therefore, our work is intended to support adaptive
services and applications, which are able to adjust their behavior at run-time
to meet available resources and environment conditions. Dependability objectives are achieved through the adaptation process rather than by securing some
ﬁxed temporal bound. In practice, assumed bounds will be secured with a given
probability, and the middleware will bring awareness about the relation between
bounds and the probability of securing them at any given moment. The resulting
programming model will be adequate to develop these applications in environments that exhibit uncertain temporal bounds with some degree of stability.
The paper is organized as follows. In Section 2 we go over related work on the
topics of dependability and timeliness in WSNs. Then, Section 3 addresses the
middleware design, underlying assumptions, goals and architecture. In Section
4 we provide a brief overview of how the middleware can be used to address
timeliness requirements, considering a routing protocol as a toy example. Section
5 concludes the paper and refers to future work.

2
2.1

Related Work
Dependability in WSNs

A lot of research has been done on solving particular issues inherent to wireless sensor networks, such as energy conservation [1] or traﬃc reduction [8], a
topic that has not received as much attention has been that of dependability.
The dependability of a system reﬂects the trust a user has in that system, i.e.,
that the system will operate as expected [2]. Although dependability has several
attributes, availability and reliability are the more relevant ones to our focus
on timeliness. For a system to be highly available it means that its downtime
is very small (which is usually expressed as a percentage of uptime in a given
time frame). Reliability stands for the probability that in a time interval [0,t] the
system will operate properly and continuously. In the context of wireless sensor
networks, a dependable, reliable network, is a network where for a long sensing

18

J. Alves, A. Casimiro, and L. Marques

period the data is sensed, sent and delivered to the destination with a very small
(or no) downtime and with a very small loss of data [12]. When considering also
timeliness requirements, as we do, timing faults must be avoided, and this need
must be reﬂected in the notion of dependability.
In [12], the authors propose an event-based middleware service to improve the
dependability of the network. This service uses the publish-subscribe scheme,
and divides the network into clusters, where the cluster-heads serve as event
brokers to the remaining nodes in a cluster (the publishers, or event sources)
and to the base-station, which acts as subscriber. When a cluster-head fails, a
network reconﬁguration phase is triggered and the other cluster-heads have the
responsibility of “adopting” the nodes of the failed cluster.
In contrast with the previous example, we want to provide support for awareness of the timeliness of the network operation, as a means to allow applications
to adapt when some nodes fail or stop responding and when the communication
latency varies over time (e.g., due to interferences, mobility, or other factors).
We thus provide enriched dependability guarantees.
2.2

Timeliness in WSN

Timeliness has been often overlooked in detriment of energy consumption. But
as WSNs delve evermore into the realm of time-sensitive applications and scenarios, it becomes increasingly important to address timeliness requirements in
the context of these networks. One issue that must be addressed is the very definition of timeliness. In classical real-time computing, timeliness usually stands
for the execution of actions in a bounded and ﬁxed, well-known, amount of time.
However, strictly satisfying deadlines requires a set of assumptions and system
models that do not hold for WSNs [9]. In WSNs, by their very nature, guarantees
about communication latency cannot be given in a strict sense. The network does
not exhibit deterministic behavior due to the open environment and resources
sharing. Communication is subject to varying and uncertain message delays and
loss, which makes worst case analysis very diﬃcult or even impossible [9]. Thus,
the singular constraints of WSNs require a diﬀerent characterization for the
notion of timeliness.
In [9], a generalized notion of timeliness is introduced, which takes into account the particular nature of WSNs. This notion is built on top of the idea
that applications should not request infeasible degrees of performance from the
network (a request for a strict deadline on an individual message, is an example
of such a request, mainly because of the uncertainty associated with end to end
latency in WSNs). The authors deﬁne formally, that the generalized notion of
timeliness is composed by a time interval, which delimits the target end-to-end
transmission interval for a sequence of messages, and by a level of conﬁdence,
the probability of successful end-to-end transmissions within the time interval.
We have also previously exploited the idea of providing probabilistic guarantees in alternative to strict hard real-time guarantees [6]. We argue that no
matter the approach used to make WSNs more predictable, perturbations are
still likely to occur, and as such, instead of specifying ﬁxed upper bounds on
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system variables (latency, maximum number of omissions, etc.) monitoring and
adaptation techniques should be used to characterize and deal with the uncertainty. Therefore, we proposed a technique based on non-parametric statistics,
a lightweight method of statistical inference, which can be used to characterize environment conditions or, in other words, the state of the network. This
information can then be used for adaptation purposes. Our current work exploits the availability of such monitoring service, including it in a middleware
layer designed to support the development of adaptive real-time applications on
WSNs.

3

Middleware Description

The middleware is designed with the following two principles in mind:
Principle 1: Realistic assumptions about WSNs technology and deployment.
Principle 2: Probabilistic timeliness as opposed to hard real-time guarantees.
One of the problems with previous work done on the topic of timeliness
and real-time in WSNs has been that it is based on naive assumptions that
severely restrict their applicability to real-world systems [10]. Following Principle 1 we will stay clear of such assumptions, whether they are about network
and environment conditions, the goals of the architecture, or the applications
using it.
Another reason to stay clear of restrictive assumptions is to allow the middleware to be applicable to a broader range of environments. The middleware design
should, as much as possible, be independent of the underlying network topology
and dynamics and of the expected applications and services running on top of
it. Lets consider, for example, routing protocols as potential services running
on top of the middleware. Both a ﬂat, multi-route protocol, and an hierarchical cluster-based protocol should be able to take advantage of the middleware
although it was not designed speciﬁcally for either of them.
One assumption about the environment that is necessary, is that its behaviour,
while uncertain, has limited dynamics, i.e. the environment does not change to
rapidly in relation to the perception capabilities of the system. The results in
[7] validate this assumption, showing that adaptation can be done which is very
close to the theoretical perfect adaptation. This implies that the environment
dynamics are limited, otherwise this match would not occur, since the bound
values would be very diﬀerent by the time the adaptation was complete.
As stated earlier, achieving hard real-time guarantees is an unrealistic goal
for wireless sensor networks. Therefore, in accordance with Principle 2, the design takes from the work in [6] and [9] and exploits the notion of probabilistic
timeliness guarantees.
With these principles in mind, we propose a middleware design that can be
described as a set of components or services that should run at each node in the
network and that provide other applications and services with useful information
about the runtime state of the network to support adaptation
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The main component is the monitoring service. This service is responsible for
monitoring system metrics, such as communication latency or node connectivity,
node energy or packet loss rate. The monitoring service itself can be designed
as a set of components, one for each monitored metric, and a communication
interface. The other components are in essence auxiliary to the monitoring component, providing services it needs to accomplish its goal. These components are
the clock service and the non-parametric statistics service.
The clock service is explicitly included as an independent service, as it constitutes a fundamental abstraction for distributed monitoring of time intervals
or, in this case, of communication latencies. Without a notion of global time it
would be impossible for the monitoring system to perform measurements of endto-end latencies, as required to provided the intended service. We are aware that
techniques based on round-trip delay measurements can be used to measure communication latencies, which could lead to the idea that no global notion of time is
needed. However, these techniques requiring message exchanges are just implicit
forms of clock synchronization, even if no clocks are explicitly synchronized. On
the other hand, a clock service providing global time can be implemented without the need to exchange messages, therefore standing as a building block on
its own. For instance, it might be possible that nodes have GPS-synchronized
clocks, or that they use the power lines for clock synchronization. If these methods are not available then a clock synchronization algorithm, such as the one in
[11] could be used.
The non-parametric statistics service [6] is the component responsible for realizing the statistical operations over sample data provided at its input interface.
The monitoring service collects the required sample data, that is, measurements
of message delays for messages exchanged with neighbor nodes, and feeds the
statistics service to obtain the probabilistic distribution for these message delays. Based on that, it will be possible to answer questions like “what is the
probability that a message will be delivered within X time units?”. Of course, it
may be possible to disseminate latency measurements to other nodes and hence
feed the statistics service with the necessary data to raise awareness about the
(probabilistic) latency to any other node in the network. In many cases, namely
if there is a sink node in the network, the relevant latency measurements will
concern the communication between nodes and the sink.
The monitoring component we have just described will be accessed by other
services or applications through an interface. As an example, consider the
interface for end-to-end latency estimates:
(latency l) <- getLatency (node n, probability p)
(probability p) <- getProbability (node n, latency l)
These two simple functions provide the basic service of the monitoring component. In the ﬁrst function a node can inquire the monitoring service about the
latency between itself and a node n that will hold with a given probability p.
For example, a sensor node that is sending temperature measurements to a sink
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node can become aware of the the latency bound that will hold with a certain
probability, say, 0.98. If this latency is too high (which can imply that the sink
may sometimes have a temporally inconsistent view of the temperature), then
maybe the node will decide to increase the frequency of updates in order avoid
such temporal inconsistencies with the indicated probability (0.98).
The second function is the complement of the ﬁrst. In this case the application
will inquire the middleware about the probability that a given latency l to a node
n will hold. For example, the same temperature sensor node may want to know
how probable it is that the latency to the sink will be, at most, 200ms. If the
probability happens to be very low, then this may trigger some reconﬁguration of
adaptation of the node behavior in order to achieve a more predictable behavior.
A similar style of interface can be designed for other monitored metrics, and
more powerful constructs can be built, in addition to these operations and maybe
using them. The tradeoﬀ between providing a richer middleware is the overhead in terms of needed resources, which are scarce in WSNs. This is why a
non-parametric approach, which is light-weight, is considered for the statistics
service.

4

Sample Application

In the following paragraphs we provide an example of how the support middleware could be used to enhance an existing service, by allowing this service to
perform in a probabilistic real-time way, instead of being simply best-eﬀort.
We consider a routing service, and focus on the modiﬁcation of the LQER
(Link Quality Estimation based Routing for Wireless Sensor Networks) protocol [3]. LQER is inspired by MCR (Minimum Cost Routing) [13] and MHFR
(Minimum Hop Field based Routing), and utilizes the concept of a dynamic
sliding window of length k for storing historical data of link quality, i.e., the
success or failure of the last k transmissions on a given link.
The LQER protocol starts with the minimum hop ﬁeld establishment, which
has the goal of setting up the optimal path to send data to the sink, for each
node. In this stage the sink broadcasts an ADV (advertisement) message which
contains the hop count to the sink (0 at the sink). This message will be propagated through the network using the ﬂooding algorithm and when a node n
receives an ADV message from a node m, it will compare its hop count (hn ) to
the advertised hop count of node m (hm ). If hm + 1 is smaller than hn then hn
is set to hm + 1 and n broadcasts the ADV message with hop count equal to
hn . If hm + 1 is equal to hn then n adds m to its forwarding table but does not
broadcast the ADV message. If hm + 1 is bigger than hn , then n simply ignores
the message. At the end of this stage each node should be able to calculate the
minimum hop count to the sink and have a forwarding node set.
Once the minimum hop ﬁeld for each node has been established, nodes can
start routing messages to the sink. When a node needs to send a message to the
sink it will choose the node from its forwarding table with the best link quality,
that is the node which has the largest value of m
k where m is the number of
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successful transmissions among the last k transmissions in the sliding window
for that link. After the message is forwarded, the sliding window is updated to
account for the success or failure of that transmission.
LQER uses loss as a link quality metric, but the use of the support middleware
allows us to consider other time related metrics, such as the probability of success
to meet a certain deadline (expressed as the end-to-end latency to the sink) or the
estimated end-to-end latency for a desired probability of success. The necessary
adaptations for the protocol to operate with these metrics, take place in the Link
Quality Table Maintenance Algorithm and the Link Quality Estimation Routing
Algorithm. Bellow we provide an overview of the baseline algorithms and of the
necessary adaptations for each of the two discussed metrics to be used.
The majority of the changes happens in the Link Quality Table Maintenance
Algorithm. Instead of storing the success or failure of a given transmission on
some link, the algorithm ﬁrst queries the middleware (calls the function getProbability) for the probability of sending data through that link within some
deadline (which may be a conﬁguration parameter of the routing protocol). Then,
it stores the returned value, by ﬁrst deleting the oldest value on the table and
inserting the new one. When choosing a node from the forwarding table, the algorithm will choose the node with the highest average of the probability values
stored in the Link Quality Table.
The changes necessary to use the second metric are very similar to the above,
but instead of querying the middleware for the probability of meeting a deadline, the algorithm provides a probability and receives from the middleware an
estimate of the best possible end-to-end latency for that probability (calls getLatency). When choosing a node from the forwarding table, the algorithm will
choose the node with the smallest average of the end-to-end latency values in
the Link Quality Table.

5

Conclusions

In this paper we proposed a support middleware for applications with dependability and timeliness requirements. We deﬁned the middleware as a set of components, a main monitoring service and a suite of auxiliary components, which
provide, through a programming interface, useful functions to applications running on WSNs. We showed what those functions might look like and provided
an example to illustrate how they may be used to in a protocol that takes
into account probabilistic timeliness requirements instead of simply exhibiting
best-eﬀort behavior.
Our future work will focus on implementing the proposed middleware and
an example application, so as to study and evaluate the achievable beneﬁts in
terms of the capability to eﬀectively support adaptive real-time applications. We
intend to measure the overhead introduced by the middleware, in comparison to
a baseline implementation providing best-eﬀort service.
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