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Abstract—The use of wireless networks to support communications with real-time restrictions is becoming a common
requirement within environments such as industries, autonomous
vehicles, and aerospace technologies, including also the support
for cyber-physical systems (CPS). An effective real-time support
on the wireless realm is still an open issue, relying on the presence
of dependable and fault tolerant communication services, which
are built upon fundamental mechanisms such as error detection.
In this paper we continue to explore the low levels of the
networking protocol stack in the design of a robust foundation
to efficiently support real-time on wireless networks; focused
on low level error detection, we present the innovative idea
to combine error protection mechanisms for enhancing the
capabilities and accuracy of a wireless node in the detection
of node failures. This paper shows how our low level error
detection approach can be utilised to detect and differentiate
node transient omission failures, node permanent failures (e.g.,
in the transmitter circuitry), and node crash failures in wireless
communications.
Index Terms—error detection; wireless communications; realtime; dependability; timeliness; wireless sensor and actuator
networks

I. I NTRODUCTION
The provision of real-time guarantees on wireless communications is still an open challenge, which is derived by
the lack of a robust abstract communication model and its
related supporting technologies offering resilient and real-time
communication services, even in the presence of disturbances,
such as transient overload and network errors [1], [2].
In wired networks, enhancements in the lowest levels of the
networking protocol stack had proven to be highly effective in
dealing with network errors and in the provision of real-time
communication services [3], [4]. A similar strategy to enhance
low levels of the networking protocol stack can also be utilised
in the wireless realm, where innovative solutions towards the
provision of resilient real-time wireless communications are
being designed and developed [1], [2], [5].
Though such solutions are restricted to one-hop wireless
network segments, the benefits from that approach can be
easily and effectively extended to multi-hop settings with
strict temporal restrictions, such as those found (in general) in
cyber-physical systems (CPS), having a positive impact in the
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analysis of end-to-end message schedulability guarantees [6],
[7], [8] and in ensuring determinism and bounded timeliness
properties in multi-hop networking communications.
Error detection plays a fundamental role in the provision of
reliable networking communications, being the frame check
sequence (FCS) mechanism the first error filter applied by the
medium access control (MAC) sublayer to verify the integrity
of incoming frames. FCS is usually a silent filter that discards
erroneous frames without any notification; the absence of such
error notifications hides details concerning the state of the
communication channel and node error patterns.
Traditional approaches to reliable networking communications often disregard the potential of low level error detection. Assuming networking communication models where the
lowest levels are unreliable, mechanisms to deal with the
failure of networking components (wireless nodes included)
are routinely designed using timeout-based approaches, which
have just to rely on the accurate dimensioning of timers to
avoid violations of the timeliness properties of the entire
system.
Without diminishing the usefulness of timers and timeoutbased mechanisms, this paper builds upon an extension to the
standard FCS mechanism, which adds the ability of providing
a management notification if an erroneous frame is received.
This simple yet innovative method has proved effective in the
detection of communication channel failures [5]. This paper
extends such raw mechanism with three new features: with a
very high coverage, the ability to extract correct information
(e.g., source node address) from an erroneous frame; the
ability to detect the permanent failure of source node transmit
machinery (such as the FCS generator malfunction); and the
ability to detect node’s crash failures.
We believe that these new mechanisms will be of fundamental importance to design and develop highly effective node
failure detection and membership services, traditionally nonexistent in standard wireless technologies, yet instrumental to
the provision of reliable real-time communication services [1].
To present our contributions this paper is organised as
follows: Section II presents the system model and the detailed description of an abstract communication model dubbed
wireless network segment (WnS), which is suitable for onehop real-time wireless communications; Section III presents
our proposed low level error detection mechanisms, and its
benefits for error detection in resilient real-time wireless

(CSMA/CA) and time division multiple access (TDMA).
Every node xj ∈ X is included in the set of recipients
of each transmitted frame, for each channel cr ∈ C. The
broadcast domain of the WnS, for a given channel cr ∈ C,
#X
T
is defined by: BX (cr ) =
BD (xj , cr ), ∀xj ∈ X,
j=1

Fig. 1.

A graphical representation of the WnS communication model

communications; finally, Section IV presents the conclusions
and future directions of the work presented in this paper.
II. S YSTEM M ODEL AND T HE W IRELESS N ETWORK
S EGMENT A PPROACH
All networking communications described within this paper
are subjected to the characteristics of a data link layer communication model dubbed Wireless network Segment (WnS). The
WnS is a broadcast network segment where communication
devices are able to communicate directly and sense transmission from each other (one-hop distance). The communication
devices are dubbed networking nodes, which are devices with
capability to communicate throughout a shared wireless transmission medium. The terms networking node, wireless node,
or simply node, are used interchangeably in the remaining of
the paper.
The utilisation of the WnS communication model, introduced in [1], is herein extended and formalised. A formal
definition of the WnS is expressed by a 4-Tuple, W nS =
hX, xm , C, W i, where X is the set of the wireless nodes
members of the WnS; xm is the WnS coordinator, xm ∈ X; C
represents a set of communication channels; and W represents
the set of access modes utilised to access the network within
the WnS.
The set of WnS members is defined by X = {x1 , . . . , xn },
where the cardinality #X represents the number of nodes
within the WnS. All communications are performed through
a set of non-overlapping communication channels, C =
{c1 , . . . , cz }, where each cr ∈ C is a unique channel, being
1 ≤ r ≤ z. In case of a WnS using only one channel,
z = r = 1, i.e., #C = 1. The access to the network is
characterised by a set of access modes W = {w1 , . . . , ws },
where each wv ∈ W is utilised by nodes, to control the
network access for each channel cr ∈ C, being 1 ≤ v ≤ s,
and defining its timing characteristics through ϕwv . Examples
of access modes include carrier sense with collision avoidance

where BD (xj , cr ) is a geographic region that represents the
communication range of a node xj for a given channel cr .
Let P (xj , cr ) represent the geographic position of node xj
transmitting on channel cr . A node xj ∈ X if, and only
if, ∃cr ∈ C where P (xj , cr ) ⊆ BX (cr). Otherwise, as a
consequence of node mobility, a node xj ∈
/ X if, and only
if, ∀cr ∈ C, P (xj , cr ) * BX (cr).
Figure 1 illustrates a graphical representation of the WnS,
where the ellipses characterise the communication range of
nodes for a given channel cr ∈ C, being the grey area the
characterisation of the broadcast domain for a given WnS. In
practice, the communication range of each node may assume
irregular and complex forms [9].
A. Fault Model
Networking components (e.g., a node xj ∈ X, or a channel
cr ∈ C) either behave correctly or crash upon exceeding
a given number of consecutive omissions (the component’s
omission degree bound), fo , following a given observation
criteria (e.g., the duration of a given protocol execution, Trd ).
Omission faults may be inconsistent (i.e., not observed by all
recipients).
In the context of networking communications, we define
an omission as an error that destroys a frame. In this sense,
errors derived from the presence of accidental faults are transformed into omissions, which are accounted for the purpose
of monitoring networking components at different levels. For
each received frame, every node xj ∈ X locally accounts the
omissions observed at each level.
Despite of their importance we are not considering the
presence of intentional faults in our fault model, being such
topic addressed properly in future work.
B. WnS abstract channel properties
The characteristics of the low level layers in the wireless
networking protocol stack can be abstracted by a set of
correctness, ordering, and timeliness properties, which are in
essence independent of each particular networking technology.
In our WnS abstraction such properties are offered through the
facet of an abstract single communication channel we dubbed
WnS abstract channel, as illustrated in Fig. 2. A relevant set
of WnS abstract channel properties is defined in Fig. 3.
Property WnS1 (Broadcast) formalises that it is physically
impossible for a node xj ∈ X to send conflicting information
(in the same broadcast) to different nodes, within the broadcast
domain of the WnS [10], BX (cr ), for a given channel cr ∈ C.
Properties WnS2 (Frame Order) and WnS3 (Local FullDuplex) are common in network technologies, wireless technologies included. Property WnS2 (Frame Order) is imposed
by the wireless transmission medium of each channel cr ∈ C,

Fig. 2.

WnS abstract channel

WnS1 - Broadcast: correct nodes, receiving an uncorrupted frame
transmission, receive the same frame;
WnS2 - Frame Order: any two frames received at any two correct
nodes are received in the same order at both nodes;
WnS3 - Local Full-Duplex: a correct node may receive, on request,
local frame transmissions;
WnS4 - Error Detection: correct nodes detect and signal any corruption done during frame transmissions in a locally received frame;
WnS5 - Bounded Omission Degree: in a known time interval Trd ,
omission failures may occur in at most k transmissions;
WnS6 - Bounded Inaccessibility: in a known time interval Trd , a
wireless network segment may be inaccessible at most i times, with
a total duration of at most Tina ;
WnS7 - Bounded Transmission Delay: any frame transmission
request is transmitted on the wireless network segment, within a
bounded delay Ttd + Tina .
Fig. 3.

WnS communication properties

and results directly from the serialisation of frame transmissions on the shared wireless transmission medium. Property
WnS3 (Local Full-Duplex) specifies that the sender itself is
also included in that ordering property, as a recipient.
Property WnS4 (Error Detection) has both detection and
signalling facets; the detection facet, traditionally provided
by the MAC sublayer, derives directly from frame protection
through a frame check sequence (FCS) mechanism, which
most utilised algorithm is the cyclic redundant check (CRC);
the signalling facet is provided by the FCS extension introduced in [5], which is able to signal omissions detected in
frames received with errors. No fundamental modifications
are needed to the wireless MAC standards, such as IEEE
802.15.4 [11]. The use of such unconventional extension
is enabled by emerging controller technology, such as reprogrammable technology and/or open core MAC sublayer
solutions, such as the transceivers and the MAC sublayers
developed by ATMEL [12]. The residual probability of undetected frame errors is negligible [13], [14].
Property WnS5 (Bounded Omission Degree) formalises the
failure semantics introduced earlier in the fault model definition, being the abstract omission degree bound, k ≥ fo .
The omission degree of a wireless network segment can
be bounded, given the error characteristics of its wireless
transmission medium [14], [15], [16].

The Bounded Omission Degree property is one of the most
complex properties to secure in wireless communications.
Securing this property with optimal values and with a high
degree of dependability coverage may require the use of
multiple channels. In [5] we have advanced on how this can be
achieved by monitoring channel omission errors, and switch
between channels upon detecting that the channel omission
degree bound has been exceeded.
The time domain behaviour of a WnS is described by the
remaining properties. Property WnS7 (Bounded Transmission
Delay) specifies a maximum frame transmission delay, which
is Ttd in the absence of faults. The value of Ttd includes the
medium access and transmission delays and it depends on
message latency class and overall offered load bounds [17],
[18]. The value of Ttd does not include the effects of omission errors. In particular, Ttd does not account for possible
frame retransmissions. However, Ttd may include extra delays
resulting from longer WnS access delays derived from subtle
side-effects caused by the occurrence of periods of network
inaccessibility [16].
A period of network inaccessibility is a disturbance that
may be induced externally by electromagnetic interference,
or by glitches in the MAC sublayer operation, such as those
that may result from the omission of a MAC control frame
(e.g., beacon). The network cannot be considered failed; it
only enters into a temporary state where the communication
service is not provided to some or all of the nodes. Hence,
nodes may experience a loss of connectivity within a WnS;
the loss of connectivity due to node mobility is also treated
under the inaccessibility model. Therefore, the bounded transmission delay includes Tina , a corrective term that accounts
for the worst-case duration of inaccessibility glitches, given the
bounds specified by property WnS6 (Bounded Inaccessibility).
The inaccessibility bounds depend on, and can be predicted
by the analysis of MAC sublayer characteristics [16].
III. L OW L EVEL E RROR D ETECTION F OR R EAL -T IME
W IRELESS C OMMUNICATIONS
The ability to detect errors occurred on networking transmissions is the foundation to provide reliable wireless communications, and therefore to establish a set of useful services for
distributed real-time systems such as node failure detection and
node membership (abstractly represented by the set X of the
WnS). This section focus in presenting some fundamental low
level error detection mechanisms that are utilised to augment
the error detection capabilities of wireless nodes.
A. Enabling low level enhancements for error detection
Enabling low level enhancements for error detection includes the ability to know when a frame has been received,
even if such frame contain errors.
The FCS extension presented in [5] introduces minor but
fundamental modifications to the standard frame processing,
which are essential to secure the signalling facet of the Error
Detection property of the WnS. For self-containment purposes,

Algorithm 1: The FCS extension presented in [5]
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Initialisation phase;
f cs error ←false;
timestamp ← −∞;
begin
loop
when Channel.indication(frame) do
timestamp ← MAC.readClock();
f rame header ←MAC.get.header(frame);
if MAC.FCS.check(frame) is OK then
f cs error ← false;
MAC.indication(frame) ;
end
else
f cs error ← true;
MAC.frame.discard(frame) ;
end
MAC.Mgmt-Ext.indication(timestamp, f rame header, f cs error) ;
end when
end loop
end

let us briefly present the FCS extension [5] that is reproduced
in Algorithm 1.
When a frame is received (line 6), the frame header is
extracted (first highlighted modification at line 8), and the
FCS check is performed at line 9. Should a frame be received
without errors, the standard frame processing procedure is
followed and a correct frame is delivered above MAC (line 11),
at the WnS abstract channel interface (Fig. 2). If a frame is
received with errors it will be simply discarded (line 15) and
no data is delivered at the WnS abstract channel interface.
The extensions introduced in Algorithm 1 to the standard
FCS mechanisms specify that a notification is delivered at the
MAC management interface, as highlighted at line 17. This
means it is possible for a wireless node to be aware when
it is receiving frames with errors through a given channel
cr ∈ C. Algorithm 1 specifies that a relevant part of a received
frame (e.g., the frame header) is delivered at the management
interface for further processing. However, one question is
whether this information is useful in the event a frame has
been corrupted by errors?
Surely, the simple notification that an error (transformed into
an omission) has occurred is useful. In [5] we have exploited
this feature to secure an innovative channel selection function.
In that case, a given node xj ∈ X is able to issue management
notifications that are used for channel monitoring purposes:
channel omission failures are detected and accounted for; if
the allowed number of successive channel omission failures is
exceeded, a switch to a different channel is performed.
Nevertheless, the fundamental question remains: could we
use the header information extracted from an erroneous frame?
B. Securing protection of relevant frame content
The use of FCS protecting the entire content of a frame as
a single unit allows the detection of errors during networking
communications with a very high probability [13], but one
cannot know which part of the frame was corrupted, and
therefore is not possible to know which bits of a frame were
modified. As the corruption may be in any part of the received

Fig. 4. Representation of our additional integrity verification mechanism for
particularly important frame contents (partial frame header protection)

frame, if one wants to extract important information from a
frame received with errors, the specific content to be extracted
has to be protected by an additional integrity verification
mechanism.
How our proposed integrity verification mechanisms works:
Use case of partial frame header protection
The protection provided by the integrity verification mechanism can be applied to any important part of the frame content.
In an abstract perspective, the introduction of an additional
integrity verification mechanism for important contents of a
frame is similar to put an “extra shield” over such contents
to protect them against external disturbances on the communication channel, particularly improving the dependability of
its transfer.
For many networking standards, some frame formats can
be extended or redefined to accommodate the required extra
integrity verification data, without any change in the overall
frame format, and therefore without any frame overheads.
To illustrate our approach let us use the protection of the
source address and its related reserved control field as an
example. In Fig. 4, a reserved control field is utilised to
signal the source address field is now protected and shortened;
and in the place of the source address a compound field is
stored, consisting in a shortened version of the source address
plus an additional integrity verification field dubbed address
check sequence (ACS), which protects the source address and
the reserved control field altogether. The total length of the
standard source address field is unchanged, implying no extra
overhead to the frame length.
In Fig. 4, when the integrity of the reserved control field and
the shortened source address of a frame are not compromised,
we are able to know which node transmitted the received
frame, even if FCS check has failed; the additional protection
of just few bits offered by ACS has the benefit of allowing a
dependable extraction of important information from frames
received with errors.
Algorithm 2 describes the ACS check procedure, which is
utilised to materialise our dependable extra shield for practical
purposes, being used as a complement of the FCS extension
presented in [5]. We assume here all nodes, ∀xj ∈ X, start
to use our dependable extra shield mechanism after being
confirmed as a member of a given WnS.
For all frames received and notified by the management

Algorithm 2: Frame header integrity verification
Initialisation phase;
X;
// Representing the set of nodes members of the WnS.
node id;
reserved f ield;
begin
loop
when MAC.Mgmt-Ext.indication(timestamp, f rame header, f cs error)
do
reserved f ield ← MAC.Mgmt-Ext.extractReserved(f rame header);
node id ← MAC.Mgmt-Ext.extractNodeID(f rame header);
if reserved f ield is ACS ∧ MAC.ACS-Ext.check(f rame header) is
OK ∧ node id ∈ X then
MAC.Mgmt-Ext.indication(timestamp, node id, f cs error) ;
end
end when
end loop
end
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Algorithm 4: Detecting node crash failures
1
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Initialisation phase;
node live period[x1 , . . . , xn ]; // Aliveness period for each node of the WnS.
begin
loop
when MLA.Mgmt.indication(node id, max idle period,
has joined WnS) do
node live period[node id] ← max idle period + Ttd + Tina ;
MLA.Mgmt.startTimer(node live period[node id], node id) ;
end when
when MLA.Mgmt.indication(node id, has left WnS) do
MLA.Mgmt.stopTimer(node id);
end when
when MAC.Mgmt-Ext.indication(timestamp, node id, f cs error) do
MLA.Mgmt.restartTimer(node live period[node id], node id) ;
end when
when MLA.Mgmt.indication(node id, timer expired) do
MLA.Mgmt.indication(node id, node crash f ailure) ;
end when
end loop
end

Algorithm 3: Detecting node permanent failures
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Initialisation phase;
nodeOd[x1 , . . . , xn ] ← 0;
// Omission failures for each node of the WnS.
kperm ; // Defines the threshold to detect a permanent node failure. A reasonable
value for such bound has to be greater than the omission degree bound to detect
channel failures [5].
begin
loop
when MAC.Mgmt-Ext.indication(timestamp, node id, f cs error) do
if f cs error is true then
nodeOd[node id] ← nodeOd[node id] + 1 ;
if nodeOd[node id] > kperm then
MLA.Mgmt.indication(node id, node perm f ailure) ;
end
else
nodeOd[node id] ← 0 ;
end
end
end when
end loop
end

indication of line 7 (originated from the FCS extension), the
format and integrity of the protected content is verified through
the ACS field (line 10). If the integrity of any of the protected
content has been not compromised, a management indication
is generated on its turn (line 11) to inform the availability of
such content (e.g., node id).
C. Detecting node permanent failures
Permanent failures are characterised by the consecutive
reception of frames with errors from the same node. Assuming
both ACS generation and checking procedures use methods
that are not affected by a failure in the transmitter circuitry,
a permanent node failure indicates a malfunction in the
transmitter of that node, which can induce a bad FCS for
outgoing frames from such transmitter. However, at a recipient,
individual omission failures with origin in a transmitter node
cannot be distinguished from omission failures with origin in
the communication channel.
The value defined for kperm , the threshold to detect a
permanent node failure, must then include two distinct contributions: the allowed number of consecutive omissions with
origin in the node being monitored, as produced by the node’s
transmitter circuitry, ktxf ail ; and the channel omission degree
bound, k, as defined by property WnS5 (Bounded Omission

Degree). Thus, kperm = ktxf ail + k.
Algorithm 3 has been designed to detect permanent failures
of nodes within the WnS. In the context of Algorithm 3,
an omission is accounted for a given node (line 8) by the
reception of a frame with FCS error (line 7). When such
node exceeds kperm , a permanent failure is detected (line 9),
and notified through a management notification (line 10).
Otherwise, if a correct frame is received from a given node,
node id, its omission degree is cleared (line 13).
D. Detecting node crash failures
Although earlier in this paper we have disregarded the
utilisation of timeout-based approaches to detect transient and
permanent node failures, the only possibility to detect node’s
crash failures (i.e., the absence of node’s activity on the WnS)
is using the notion of time. In concrete, we define a timeoutbased approach (Algorithm 4) to detect the crash of nodes
on the WnS, where timers are dimensioned consonant with
the temporal behaviour of the WnS, which is dictated by the
WnS properties WnS6 (Bounded Inaccessibility) and WnS7
(Bounded Transmission Delay).
In Algorithm 4, a node starts to be monitored (line 7) when
it joins the WnS (line 5). To be able to detect node crash
failures we assume each node of a given WnS, xj ∈ X,
has to inform other nodes of its maximum idleness period
(represented by the max idle period parameter), which is
utilised to monitor that node activity; the interval of the
idleness period of a given node can be derived, for example,
from the periodic transmission of heartbeat control frames for
membership maintenance.
For each node xj ∈ X (represented by node id) a timer
is started (line 7) with a timeout value (line 6) equal to
the maximum time interval between two consecutive frame
transmission requests from a given node plus the worst case
time required to transmit the frame, which is Ttd + Tina ,
as specified by the WnS7 property (Bounded Transmission
Delay).
The bounded transmission delay of the WnS (property
WnS7) accounts for the worst case transmission delay, Ttd , and

for the presence of periods of network inaccessibility (property
WnS6 of the WnS), being the value assumed for Tina the worst
case duration derived from the network technology utilised.
For each frame received from a given node represented by
node id (line 12), the timer instantiated to monitor the activity
of such node is restarted (line 13). If a node crashes, no
more frame transmissions are received from that node and the
corresponding timer expires (line 15). The crash of node id
is declared through a management notification (line 16).
E. Integration in IEEE 802.15.4 networks
The algorithms we have just discussed can be directly
applied to IEEE 802.15.4 networks: the original source address
field has a size of 16 bits; we define the shortened address with
a size of 10 bits (allowing the identification of up to 1024
nodes), leaving 6 bits for the ACS. A CRC algorithm, such
as CRC6 [19], can be used for that purpose with reasonable
coverage [20]. Given we are using a standard frame format,
there is no need to include any integrity verification data in
the payload part of the frame and therefore no frame overhead
penalties arise. Since the size of the address field and the
typical length of a IEEE 802.15.4 (approx. 924 bits using
16-bit addressing) we roughly estimate that a source address
extraction will not succeed only in 1% of the frames.
Additionally, we use kperm = 4 as a reasonable value of
the threshold for detecting node permanent failures in IEEE
802.15.4 networks, being derived from the sum of the IEEE
802.15.4 omission degree bound, k = 3, utilised to detect
channel failures [5], and the number of consecutive omission
produced by the same node, which is assumed ktxf ail = 1.
IV. C ONCLUSION
This paper has presented a forward looking innovative idea
of an extension to the frame check sequence procedures that
enables the detection and signalling to high protocol layers,
such as protocols implementing resilient real-time communications, that frame have arrived with errors.
Furthermore, we have presented three additional algorithms
that allows: to extract correct relevant information (e.g., node
source address) from an erroneous frame; the ability to detect
the permanent failure of a node (e.g., due to the failure of
its transmit circuitry); and the capability to detect the crash
failure of a node when it simply stops to operate.
These algorithms are particularly useful and relevant to
build a node failure detection and membership services, as
a part of a wider and comprehensive approach to support
resilient real-time communications over wireless networks.
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