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Abstract

The increasing usage of autonomous vehicles and other
cyber-physical systems has motivated the adoption of
Runtime Verification (RV) techniques for embedded sys-
tems. This stems from the criticality of such systems,
which call for the assurance of correct operation, both
on value and time domains. However, traditional RV
techniques (mostly based on code instrumentation) may
inevitably pose significant overheads, both in perfor-
mance and timeliness, due to their inherent intrusive-
ness, which make them clearly unfit for critical systems.

This paper aims at advancing the state-of-art in RV
techniques by presenting an innovative research obser-
vation and runtime verification method, supported in
non-intrusive monitoring machinery. The negative ef-
fects of traditional techniques (ranging from function
call interception to source code annotation with obser-
vation points) are avoided, making this novel approach
relevant to virtually all (critical) cyber-physical systems.

1 Introduction and Motivation
Autonomous vehicles are finding their way into more applica-
tions every day. For example, drones for surveillance. These
vehicles include on-board computing systems that are based
on embedded processing elements, performing the necessary
control functions to perform the vehicle’s mission.

Given that the interaction with the environment may have
very high safety requirements, the correctness of the overall
system is paramount and should be ensured at all times. This
may be envisaged as a general framework of the so-called
Cyber-Physical Systems (CPS) with mechanisms controlled
and/or monitored by computer-based techniques [1].
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In order to satisfy the demanding timing, safety and security
properties, some sort of correctness verification procedures
are needed during the execution (runtime) stage of the system,
assessing its state against a previously defined specification.
The systematic and well-defined use of such procedures is
called Runtime Verification (RV) [2].

Most of the current RV techniques require the modification
of the application source-code. Although such code instru-
mentation is reasonable for larger systems, the timeliness
requirements together with scarce resource availability that
characterise autonomous and vehicular systems may pose an
unsurpassable challenge for runtime verification in such kind
of systems. Other techniques, such as system and/or function
call interception, are also not free from intrusiveness [3, 4].

The goal of this work is to enable non-intrusive observation
and runtime verification techniques in cyber-physical systems.
This calls for advanced models, methodologies and mecha-
nisms. Non-intrusive RV needs a novel approach based on
accurate modelling of system components and embedded pro-
cessing elements. These models will then be strengthened by
the usage of formal temporal logics for verification rule def-
inition, based on specifications and model properties. Then,
rules are verified at runtime by independent (non-intrusive)
hardware observation and monitoring mechanisms.

A comprehensive set of properties, ranging from timeliness to
safety and security, shall be monitored. Timeliness and safety
are crucial for the correctness of vehicle operation and for
mission survivability. Security proprieties and resilience to
intrusion attacks is mandatory in vulnerable systems subject
to an increasing number of threats. Therefore, novel and
innovative RV techniques are in need to be applied to the CPS
realm. To avoid the intrusiveness shortcomings of traditional
RV techniques, the observation of the system must be made
non-intrusively, a fundamental step for the NORTH project.

The paper is organized as follows. Section 2 introduces the
NORTH work flow. Section 3 focuses on the non-intrusive
NORTH features while Section 4 discusses the evaluation
of those features in NORTH-inspired systems. Section 5
describes the related work and, finally, Section 6 presents
some concluding remarks and future research directions.
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Figure 1: The NORTH project work flow.

2 NORTH Project Work Flow
Understanding and formalising the properties of a cyber-
physical system and how temporal logics can be used to verify
those properties, is one key point of research. The gained
knowledge will then be consolidated in a methodology and
in the architecture of a tool for assisting in the definition and
expression of runtime verification mechanisms. These should
be combined with mechanisms for self-adaptability, allowing
the dynamic definition of new sets of observation points. A
proof of concept demonstrator merges the outcomes of the
activities, sketched in the diagram of Figure 1.

T1. CPS Component Modelling and Property Extraction
this task aims at modelling the several components in a cyber-
physical system, both hardware and software, identifying/ex-
tracting the properties that can be subjected to runtime ver-
ification activities. The hardware may include not only the
computing platform but also a relevant set of sensors/actu-
ators. The software part of the system includes the control
components. However, it may include also properties of
data processing (validity and fusion), (self-)awareness, (self-
)adaptability, perception, collaboration, among others. On the
environment level, dealing with uncertainty is a must.

T2. Temporal Logics for Runtime Verification of CPS
this task aims at exploring the applicability of Temporal Log-
ics to the runtime verification of cyber-physical systems, and
therefore study how the properties extracted in the previous
task can be verified at runtime by such logics. Properties
that should be verified at runtime may include: load bounds,
timeliness, safety and security.

T3. Methods and Tools for Runtime Verification of CPS
this task aims at defining the architecture and flow for the
integration of the results stemming from the previous task
into the specification of runtime verification clauses. The

definition and design of special-purpose tools, augmenting
and extending the scope of existing standard tools (e.g., the
GNU binutils), may be required for adequate assistance in
this process. This task defines a set of points of interest that
should be non-intrusively observed and verified: variables
and data-types; dynamically allocated memory (if it exists);
system or function calls; exception handling.

T4. Non-intrusive Observation and Runtime Verification
this task aims at designing a runtime verification system,
using non-intrusive observation and monitoring machinery,
implemented in hardware, as a basis for supporting runtime
verification. The results from the previous tasks are used to
map the temporal logic formulas into sets of data and/or event
observation points, to be configured in the hardware machin-
ery and into runtime verification assertions to be checked on
the monitoring activities, which may then take a decision on
system correctness. The RV system may be restricted to use
a set of few fundamental monitors complemented with some
additional functional blocks.

T5. Adaptive Non-intrusive Observation and RV of CPS
this task aims at designing self-contained hardware-based
mechanisms allowing the dynamic definition of new sets of
observation points, due to normal changes in the operational
conditions of the system, while maintaining the same run-
time verification assertions. For example: a running program
makes a function call (either recursive or not) that creates a
new stack frame; runtime verification needs to define a new
set of observation points for the recently created stack frame
but the runtime verification assertions (e.g., non-violation of
stack frame boundaries) are invariant.

T6. System Prototype for RV and Demonstration of Use
this task aims at creating a prototype merging both the toolset
architecture and flow to demonstrate the usage of effective
runtime verification for cyber-physical systems.
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3 Non-intrusive Runtime Verification
tools

In the next sections, we focus on one kind of properties mon-
itored and verified in the NORTH project: the timing prop-
erties. To evaluate the approach proposed in NORTH for
such properties, we have developed two tools. The first one
monitors a target system at runtime and triggers the collection
of a trace of scheduling events whenever some condition on
the sequence of events is not respected. The second tool can
verify online more complex temporal scheduling properties
from the execution traces.

3.1 Scheduling monitoring tool

More precisely, the aim of the first tool, which is called the
health monitor, is to verify, at runtime, the conformity of
a cyber-physical real-time system with the specification of
its task model. The task model may be defined during the
early steps of a design process and specifies the execution
sequence and duration of the software tasks. The engineers
use this model to verify the schedulability of their design
before execution, by means of scheduling simulation tools
such as Cheddar [5].

A scheduling simulation result constitutes a deterministic ref-
erence that can configure the health monitor. We propose
a hardware implementation of a monitor which integrates a
micro-sequencer in charge of verifying the occurrence of a
timed sequence of scheduling events on the target system.
The hardware also includes a module for the event capture,
an event recorder, a timestamp generator and some communi-
cation logic to transfer the event traces. In case of erroneous
behaviour, with respect to the expected task scheduling, the
event trace is sent to a supervision station for further analysis.

3.2 Online verification tool

The second tool is a verification tool which performs the tem-
poral scheduling properties verification on system execution
traces. It has to be embedded as a component of the health
monitor and to be executed in line during the system execu-
tion. Therefore, its execution speed has to be compliant with
the system requirements and its memory footprint must stay
as low as possible. In addition, the monitored systems may
have non finite executions or long finite executions. During
execution, the verification tool should not consider as input
the whole trace, but only a finite fixed size slice of it (by using
a transition buffer filled by the monitor hardware part). The
verification tool execution time on one slice must be lower
than the system execution time corresponding to the next
trace slice, otherwise some trace events may be lost. For all
these reasons, the verification algorithm performs only one
pass through the trace.

The verification tool adopts the same system model and trace
model used in the Cheddar tool. Its verification algorithm
is based on a representation of the system state (including
task and resource states), and starting from an inactive initial
state (built from the system model), simulates the execution
represented by the trace, event by event. At the same time,
and depending on the properties to verify, some checks are

Figure 2: Modeling of the ROSACE application for Cheddar

done on event occurrences or periodically at the end of each
time sequence. Periodic checks concern the tasks reaching
the end of their period and are needed to cope with possible
missing events in the trace, such as missing task activation
events. They also allow us to complete the detection of undue
locked resources or task missed deadlines.

4 Evaluation
The tools described in the previous section have been vali-
dated by several experiments.

The monitoring tool has been implemented on a Xilinx
System-On-Chip (SoC) Zynq7000. The hardware monitor
has been synthesized from a VHDL1 model and the resulting
design occupies less than 5% of the FGPA resources.

A simple experiment composed of two tasks has been success-
fully run to demonstrate the ability of the monitor to record
the corresponding scheduling event on a Real-Time Executive
for Multiprocessor Systems (RTEMS) target [6].

The online verification tool has been implemented in C and ap-
plied on several case examples produced from Cheddar. From
those examples, four properties have been identified: missed
deadlines, deadlocks, priority inversion and lock resources.

Larger experiments based on a mixed-criticality system case
study are also planned during the project.

As any mixed-criticality system, the case study is composed
of several applications with different levels of criticality [7].
In this context, the different levels of criticality imply differ-
ent levels of guarantee on the application deadlines. As an
example, a two level mixed-criticality system may contain
high-criticality applications on which the deadlines must be
met and low-criticality applications on which the deadlines
are allowed to be missed.

The case study of the NORTH project is a drone system
with 3 criticality levels [8]. The highest criticality level is a
flight controller software called ROSACE [9]. ROSACE is a
data flow oriented application composed of a set of periodic
dependents tasks and requires that all task deadlines are met.
Figure 2 shows a model of ROSACE made for Cheddar. Each
task is defined by the classical periodic task parameters, i.e.

1Very High-Speed Integrated Circuit Description Language.
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WCET (Worst Case Execution Time), period, priority, release
time and deadline.

The dependencies between tasks are expressed by a specific
priority assignment. The middle criticality level application
is a path planning algorithm computing online the path of the
drone according to its environment.

Finally, the lowest criticality application is a video application
with a high computation need which simulates a video surveil-
lance system embedded in the drone. All the applications run
on a POSIX RTEMS [6] target and are written in C.

5 Related Work
The application of non-intrusive runtime monitoring to em-
bedded systems has been discussed in [3, 4] and, more specif-
ically, in safety critical environments [10].

Configurable minimally intrusive event-based frameworks
for dynamic runtime monitoring have been developed [11].
Additionally, the RV concept has been applied to autonomous
systems [12] and to a AUTOSAR-like RTOS, aiming the au-
tomotive domain [13]. A runtime monitoring approach for
autonomous vehicle systems requiring no code instrumenta-
tion by observing the network state is described in [14].

However, to the extent of our knowledge, no such techniques
have been applied to aerospace systems, especially if critical
avionic applications are combined with other non-critical
applications.

6 Conclusion
In this paper we have presented NORTH. The NORTH project
is a collaborative project between the LASIGE/Univ. Lisboa
and the Lab-STICC/Univ. Bretagne Occidentale aiming to
investigate and evaluate a runtime verification platform for
embedded real-time systems.

The NORTH project addresses the study of Non-intrusive
Observation and Runtime Verification in a comprehensive
way, from conceptual tasks such as component modelling and
property extraction to implementation and prototyping, pass-
ing through methods and tools for building a (self-)adaptive
RV architecture.

Those propositions led to the development, up to the moment,
of two tools: a hardware scheduling monitor implemented on
a Field Programmable Gate Array (FPGA) board and running
a RTEMS target, and a runtime analysis tool written in C and
allowing online detection of task scheduling errors.

In the next steps of the project, the tools will be evaluated on a
drone case study running a mixed-criticality system. A mixed-
criticality system is both composed of high and low criticality
tasks and cannot be designed by resource reservation only.
Thus monitoring and verification for online resources man-
agement is expected to be an interesting approach in this
context.
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