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Abstract Wireless networks are everywhere. Mobility and flexibility, to-
gether with the elimination of wires derived from the nature of wireless
communications, represent extremely useful advantages in recent past,
present, and future of networked communications. However, the open
and shared communication medium used by wireless networks is highly
susceptible to interferences, which may induce the occurrence of tem-
porary network partitioning (dubbed network inaccessibility), caused by
disturbances in the medium access control (MAC) layer management
operations. Existing analyzes of network operation in the time domain
do not usually pay much attention to temporal issues caused by the
occurrence of network inaccessibility, and therefore violation in timeli-
ness and dependability properties may occur. In this paper we present
our advances in the enhancement of the IEEE 802.15.4 NS-2 simulation
module to measure and validate the occurrence of network inaccessibility
in a IEEE 802.15.4 simulated network. Additionally, the correctness of
a previous theoretical model designed to characterize network inacces-
sibility within IEEE 802.15.4 networks is also validated, improving the
temporal modeling of IEEE 802.15.4 wireless communications.

Keywords: inaccessibility; timeliness; dependability; wireless commu-
nications; real-time.

1 Introduction

Wireless networks have been considered the communication technology of the
future. Environments such as autonomous vehicles, natural resources and health
monitoring, planetary exploration and aerospace [17,3,14] are examples where
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such kind of technology has a potential applicability, with a special interest in
wireless sensor and actuator networks (WSANs) [10].

All of the aforementioned environments have temporal restrictions, needing
communication systems capable to provide guarantees in accordance with such
temporal requirements. In case of wireless sensor networks (WSANs included),
some approaches try to improve the reliability and temporal aspects of such
sensor networks, including new protocol proposals [1,2,15], while others pro-
poses modifications/extensions of existent protocols and standards [4,11,6,5,9].
However, none of these works pay attention to network inaccessibility, which is
caused by disturbances in the management operations of the medium access con-
trol (MAC) layer, and may induce violations in the timeliness and dependability
properties of wireless sensor networks.

In this paper, we present our advances in the improvement of the NS-2 IEEE
802.1.4 module [16] to measure and validate the occurrence of network inacces-
sibility [13] fault scenarios in a IEEE 802.15.4 simulated network. Simulation
results are then compared to the network inaccessibility theoretical model pre-
sented in [12], confirming the correctness of this previous theoretical work.

To present our contributions, this paper is organized as follows: Section 2
presents a brief description of the system model used in our analysis and sim-
ulations. Section 3 presents an overview of the IEEE 802.15.4 standard. Sec-
tion 4 describes briefly what is network inaccessibility. Section 5 describes our
advances in the IEEE 802.15.4 NS-2 module to measure and validate the du-
ration of network inaccessibility in a simulated network. Section 6 presents a
summary of the theoretical model [12] for self-containment purposes. Section 7
presents, compares, and discusses the results obtained from the theoretical model
and through the simulation work. Finally, section 8 draws some conclusions and
future directions.

2 System model

In this section we provide a formal description of our system model, which es-
tablishes a base foundation for our analysis and simulations. Our system model
is formed by a set of wireless nodes X = {x1, x2, . . . , xn}, being 1 < n ≤ #A,
where A is the set of all wireless nodes using the same communication chan-
nel. A wireless node is a networked device capable to communicate with other
nodes. In the rest of the paper the terms wireless node and node will be used
interchangeably. The set of nodes X itself establishes a node relationship entity
dubbed wireless network segment, using a given communication channel and a
given wireless network segment identifier.

2.1 Assumptions

In our system model the behavior of a wireless network segment is sustained
by assumptions utilized to characterize the network communication capabilities
and restrictions of wireless nodes. During a wireless network segment operation
cycle we use the following assumptions:
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1. The communication range of X, i.e. its broadcast domain, is given by: BX =
n∩

j=1

BD(x), ∀x ∈ X, where BD(x) represents the communication range of a

node x;

2. ∀x ∈ A, x ∈ X ⇐⇒ BD(x)
∩
BX = BX or, as a consequence of node

mobility, x /∈ X ⇐⇒ BD(x)
∩
BX ̸= BX ;

3. ∀x ∈ X can sense the transmissions of one another;

4. ∃x ∈ X which is the coordinator, being unique and with responsibility to
manage the set;

5. A network component (e.g. a node x ∈ X) either behave correctly or crash
upon exceeding a given number of consecutive omissions (the component’s
omission degree, fo) in a time interval of reference1, Trd;

6. failure bursts never affect more than fo transmissions in a time interval of
reference, Trd;

7. omission failures may be inconsistent (i.e., not observed by all recipients).

Assumptions 1, 2, and 3 define the physical relationship between nodes within
the wireless network segment. Our system model characterizes the relationship
between nodes at MAC level, where nodes must be in the communication range
of each other to communicate and are able to sense one another (assumption 3).
Mobility may drive nodes away of wireless network segment (assumption 2).

In the context of network components, an omission is an error that destroys a
data frame. Omissions may be caused by different sources such as node mobility,
external electromagnetic interference, fading caused by multipath or transient
obstacles on the communication medium, glitches on the MAC layer operation,
and malicious attacks. Despite of their importance we are not considering mali-
cious attacks in our analysis, being such topic addressed in future work.

Omission errors are detected either using timeout-based techniques or cyclic
redundancy check (CRC) mechanisms. Establishing a bound for the omission
degree of individual components provides a general method for the detection of
failed components. If each omission is detected and accounted for, the compo-
nent fails once it exceeds the omission degree bound, k. The omission degree is
thus a general measure of the reliability of network components with respect to
accidental/intentional transient errors.

Figure 1 presents a graphical representation of a wireless network segment. In
this figure we can see the communication range of each node withinX, evidencing
the intersection between all communication ranges of all nodes, which delimits
the broadcast domain of X. We can also see in Fig. 1 the indication of which
node is the coordinator. The management activities of the coordinator comprises

1 For instance, the duration of a given protocol execution. Note that this assumption
is concerned with the total number of failures of possibly different nodes.
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Figure 1: The graphical representation of a wireless network segment

the assignment of the current communication channel in use by the segment, the
wireless network segment identifier definition, address space delimitation, and
so on.

3 IEEE 802.15.4 Overview

The IEEE 802.15.4 standard specifies that each network must contain a coor-
dinator, which defines a set of characteristics of the network such as address-
ing, supported channels, and operation mode. The coordinator should be the
node with the highest power and energy capabilities to support the execution of
management operations required to maintain the network active. There are two
operation modes supported by the standard [7]: nonbeacon-enabled and beacon-
enabled. Here we are focused on the beacon-enabled mode, designed to support
data transmissions with temporal restrictions, and which is the target mode of
our analysis and simulations.

In the beacon-enabled mode the medium access is controlled by a special
structure dubbed superframe, which is bounded by beacon frames transmitted
by the coordinator. The information inside the beacon helps the nodes to know
the entire duration of the superframe, allowing the synchronization and the
control of the medium access. The organization of the superframe structure
is illustrated in Fig. 2. The duration of the superframe is specified using the
following equation:

TBI = TBSD . 2BO (1)

where TBI is the beacon interval, TBSD is the base value defining the minimum
duration of a beacon interval, and BO is the beacon order, which is the main
parameter to specify the duration of beacon interval and in this sense specifies
how often the beacon frame should be transmitted.
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Figure 2: Superframe structure

The superframe organization presented in Fig. 2 identifies two main parts: the
active and inactive periods. The active period is mandatory and it is, in turn,
constituted by the Contention Access Period (CAP) and the Contention Free
Period (CFP). CAP allows all nodes to compete for the utilization of the shared
medium. CFP was designed for bandwidth reservation, and therefore time slots
dubbed guarantee time slots (GTSs) are utilized to guarantee exclusive medium
access. Completing the superframe structure the inactive period (IP) is designed
to optimize energy consumption.

4 Network inaccessibility

Disturbances on the network operation may affect two different types of frames:
data and control frames. Control frames are utilized by the MAC layer to manage
and maintain the network operational. When disturbances cause errors within
control frame transmissions, the MAC layer must perform actions to reestablish
network operation upon the occurrence of those errors. The period comprised
from the instant that the aforementioned errors occurs, to the instant that the
network operation is reestablished, is dubbed a period of network inaccessibility.
During a period of network inaccessibility a node cannot access the network, and
is not able to communicate with other nodes, causing a temporary blackout on
the network communication services.

To establish known the bounds for such blackout periods, a network inac-
cessibility characterization must be performed. The MAC layer analysis should
be concentrated in the management protocol of the MAC layer, being the char-
acterization of network inaccessibility events specific for each kind of network
technology.

5 Improving the IEEE 802.15.4 NS-2 simulation module

The NS-2 [8] provides a powerful event discrete simulation platform to simu-
late the dynamics of a computer network. Its modular architecture allows the
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Figure 3: The simulation protocol stack highlighting our modifications in the
IEEE 802.15.4 NS-2 Module

modeling of wired and wireless networks and protocols, being an efficient tool
to specify and study the behavior of a communication network under different
environmental conditions.

The IEEE 802.15.4 module for the NS-2 simulator was designed and de-
veloped at the Joint Laboratory of Samsung and the City University of New
York [16]. The MAC entity present within this NS-2 module provides all data
and management primitives defined in the IEEE 802.15.4 standard. Thus, we use
and modify such module to investigate the influence of network inaccessibility
in a IEEE 802.15.4 simulated network.

Figure 3 shows the IEEE 802.15.4 NS-2 module. We also present in this figure
our improvements designed to simulate, validate, and measure the occurrence of
network inaccessibility events. We surround the MAC entity with an inaccessi-
bility wrapper, which internally has two different components: a fault injector
and a time measurement component.

The fault injector is capable to disturb the operation of the MAC layer,
being its internal structure presented in Fig. 4. The fault injector component
performs the fault injection based on the definition of a fault pattern. The cri-
teria to define the fault pattern is totally configurable, allowing the definition
of deterministic or probabilistic fault patterns. Probabilistic patterns allow the
simulation of arbitrary fault injections, which can be utilized to simulate dif-
ferent environmental aspects inducing the occurrence of network inaccessibility.
We are intended to address the use of such probabilistic patterns in future work.
In this paper we are interested to analyze the network inaccessibility in a prag-
matic way, demanding the use of deterministic fault patterns. The fault injector
is then configured to corrupt only beacon frames, injecting faults between the
MAC and PHY communication interface (Figure 3).
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Figure 4: The fault injector component

For example, in the context of this paper there are two different ways to
perform the fault injection on the simulated scenario. The first one is performed
in the coordinator (whole wireless network segment), where none of the nodes
receive the beacon and therefore the whole wireless network segment becomes
inaccessible. The second way is performed within nodes tracking the reception of
beacon frames (specific nodes). When the corruption is performed in such nodes,
only nodes with the fault injector component activated, i.e. beacon corruptions
occurring, cannot access the medium and become inaccessible.

Additionally, the time measurement service component allows the measure
of the network inaccessibility durations derived from faults generated by the
fault injector component. When the fault injector generates a fault that causes
a network inaccessibility event, the time measurement service component starts
a timer to account for the duration of such network inaccessibility period. A
successful reestablishment of the MAC layer communication services indicates
the end of a network inaccessibility, and therefore stopping the timer that reveals
the duration of its correspondent network inaccessibility event.

6 Theoretical modeling of network inaccessibility in
IEEE 802.15.4

A previous study [12] presents a comprehensive characterization of the network
inaccessibility in IEEE 802.15.4 beacon-enabled networks. For self-completeness
of the issues at hand, this section summarizes such analysis, addressing the
most relevant network inaccessibility scenarios in IEEE 802.15.4 beacon-enabled
mode, i.e. those scenarios related with the loss of beacon frames.

The first scenario we address assumes a single beacon frame loss (SBFL).
The beacon frame issued by the coordinator is not received by some node, dis-
turbing the node synchronization imposed by the beacon frame transmissions.
The duration of the corresponding inaccessibility scenario is given by the follow-
ing equation:

T wc
ina←sbfl=TBSD.(2BO+1) (2)

In the SBFL scenario, the network inaccessibility ends upon reception of the
next beacon transmission by the coordinator. When multiple beacon frames are
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Table 1: Normalized theoretical best and worst case results for each network
inaccessibility scenario

Scenarios
Periods (TBI-time)

Best Case Worst Case
Single beacon frame loss 1.1 1.1

Multiple beacon frame loss 1.1 4.1
Synchronization loss 4.1 4.1

not correctly received, a node enters a multiple beacon frame loss (MBFL)
scenario. The occurrence of consecutive beacon frame omissions may therefore
vary between 1 and a threshold not exceeding the value defined by nrLost. The
best case of the MBFL considers only the omission of one beacon frame while the
worst case assumes the need to wait for nrLost beacon frame transmissions; only
the last one is successfully received. Thus, the MBFL scenario is characterized
by the following equations:

T bc
ina←mbfl=TBSD.

(
2BO+1

)
(3)

T wc
ina←mbfl=

(
TBSD.

(
2BO+1

))
.nrLost (4)

Finally, the synchronization loss (SyncLoss) is a variation of MBFL that
occurs when the nrLost threshold is exceeded. We assume the node immediately
enters a state where it completely loses the synchronization with the coordinator.
The duration of this scenario is specified by the following equation:

Tina←nosync=
(
TBSD.

(
2BO+1

))
.nrLost (5)

Table 1 summarizes the best and worst case durations of the presented net-
work inaccessibility scenarios. The values presented in Table 1 were normalized
using the superframe duration, TBI , which represents the network cycle for the
medium access. We perform network simulations to validate these theoretical
results, enabling the use of our easy-to-use inaccessibility formulas to enhance
timeliness models of IEEE 802.15.4 networks.

7 Results

To measure the duration of each network inaccessibility scenario, the NS-2 mod-
ule was instrumented using the internal timer class of the NS-2 simulator. In
case of SBFL scenario, the first timestamp is obtained when the first beacon
is dropped, as a consequence of a fault generated by the fault injector. Thus,
when the next beacon arrives at the node, and is not corrupted, other timestamp
is acquired. The difference among these two timestamps is the duration of the
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Figure 5: Comparison among simulation an theoretical worst case results

SBFL network inaccessibility scenario. The process is similar to the MBFL and
SyncLoss scenarios.

The sensor network was simulated with ten nodes, where one of these nodes
was the coordinator. The simulation is in compliance with our system model,
where all the nodes are within the range of each other. The same network inac-
cessibility event has the same observed duration at all nodes, which experienced
such event within a wireless network segment. Thus, the number of nodes within
a simulation does not influence the accuracy and correctness of our results.

In order to simulate the corruption and consequently the loss of beacons, we
configure our fault injector component to inject deterministic faults to corrupt
beacons. Thus, a know number of beacons are corrupted, causing the occurrence
of the network inaccessibility scenarios described in the Section 6. The fault
injector achieves the beacon corruption by changing some bits in the beacon
frames, implying the drop of these packets in the MAC level of the receiving
nodes.

Figure 5 presents the comparison among simulation and theoretical results
obtained by the computation of the formulas presented in Section 6. As the NS-2
module of the IEEE 802.15.4 follows the standards, it allows a fair comparison
among the results obtained in both simulation and theoretical model. A beacon
order BO = 8 was utilized to normalize the network inaccessibility durations.
It is possible to verify that the theoretical values present the upper bound of
the network inaccessibility scenarios compared with the simulation results. The
simulation performed with the NS-2 simulator then confirms the correctness of
the theoretical model specified to characterize the inaccessibility scenarios in the
IEEE 802.15.4 standard.
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A beacon loss may cause a minor temporal deviation between node clocks,
which is accounted by the IEEE 802.15.4 standard within the beacon search rou-
tine. The theoretical search of the next correct beacon considers the possibility
of such clock deviation, which is covered by the addition of a corrective value
that increases the beacon search by one TBSD unit. However, all nodes have their
clocks synchronized within the simulation, implying in no temporal deviations
among them, even in case of beacon losses. Thus, the minor deviation among
the theoretical and simulation results is derived from the use of such corrective
value, which is incorporated within the equations utilized to account network
inaccessibility in IEEE 802.15.4 wireless communications.

With the potential of the wireless networks to support the communication
in scenarios with temporal restrictions, this validation is important, allowing an
effective use of a set of easy-to-use formulas that characterize relevant temporal
aspects, which must be considered by a temporal modeling of wireless commu-
nications.

Additionally, at the lowest levels of the system, the results of the theoretical
model validated in this paper may be used in a message schedulability analysis
that takes inaccessibility effects into account, thus securing the predictability
and real-time support provided by IEEE 802.15.4 wireless communications. At a
highest level, the occurrence of network inaccessibility events may influence the
definition of Quality-of-Service (QoS) metrics, which evaluate the compliance of
network communications with respect to the requirements of given applications.
One major result of this study is that the influence of network errors, leading
to periods of network inaccessibility cannot be ignored if predictability and real-
time operation are system requirements. Otherwise, the timeliness and safety of
the entire system may be at risk.

8 Conclusion and future directions

The issues addressed in this paper represent a first step to obtain predictabil-
ity and real-time operation support out of wireless communication systems. In
particular, the paper addressed the behavior of IEEE 802.15.4 networks in the
presence of network errors, leading to periods of network inaccessibility. The re-
sults obtained by the work herein described has allowed to validate a previous
theoretical model [12], consolidating its importance and confirming its correct-
ness.

Relevant additions and modifications in the NS-2 simulator IEEE 802.15.4
module were presented allowing the simulation and evaluation of network inac-
cessibility scenarios. Based on this simulation the theoretical model was validated
providing a fundamental source of information about relevant temporal aspects
of the IEEE 802.15.4 beacon-enabled networks. Thus, the knowledge of a worst-
case network inaccessibility time bound allows a better analysis and definition of
a robust timeliness model, representing a first though crucial step for achieving
an effective support to real-time operation in IEEE 802.15.4 networks.
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Future research directions involve the reduction of network inaccessibility
duration based on mechanisms present in the standard, the measurement and
accountability of network inaccessibility considering different fault patterns (in-
cluding fault patterns caused by malicious attacks), and the incorporation of the
effects of network inaccessibility in the timeliness model of wireless communica-
tions. It may result in: improvements in the support of traffic and applications
with hard temporal restrictions; definition of relevant real-time QoS metrics to
evaluate the communication network, e.g verifying if the communication network
is compliant with the level of requirements needed by given applications.
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